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TMemo No. 3878 / 2022-23 Dated 08.03.2023

Notice lnvitinq E- Tender

E-Tender (BOTH TECHNICAL AND COMMERCIAL) as detailed below, for conducting Comprehensive lnformatior Systems &

lnformation Technology Audit, from differcnt eligible chartered firms are invited for this Bank. lnterested firms must be submit the

qUotationsthroUghE.Tendelinrcguis1lelolnatMby 30/03/2023 within 11.59

PU pos tively. The Bank reserves the dghl to ltself to cancelany orallthe quotations withoul assigning any reasons theleto The Bank

does not b nd itseli to acceptlhe lowest rate r-

Sl No Particulars TotalAmount (lN

INR)WITH GST,
Taxes

Work Location

01 CoNDUCTTNG |NFoRI/AT|ON SYSTET\,S (tS),

INFORMATION TECHNOLOGY (T) AUDIT AND
COI\.,IPREHENSIVE AUDIT OF OTHER INTEGRATED

APPLICATIONS FOR THE YEAR 2022.23 B\
CHARTERED FIRIII HAVING CISA CERTIFIED

PARTNERAND ALSO CERTIFIED A[,,IONGSTANY TWO
OF CISSP / CCNA/ CIS[,,]/ OSCP as peTANNEXURE I

21 Branches and Head Office
of the Bank

The Scope of work is broadly as under:

N.l
Business Area Major Aspects to be covered

1 lnformation System Management Control To ensure propercontrois are n place in the area ofSystem deveopment, data

management, security management operations management and qualily

assurance management. ndustry Best Practices are observed wherevel
posslble.

2 lnformation System lnforrnation Security Security features including user management Evaluation of contrcls

prescribed by Banks lnlormation Securty Polcy and Busness Contnuit)
Policy

3 lnfomation System Application controls - Evaluation of systern documentation and user manuals and nierface with

menus. submenus and reports
- Evaluaton of saleguad ng of assets data ntegrity, effciency and

effectiveness of the system

- Specialemphasis on Sufiiciency / accu racy of all types ofreports, Backups

and recovery procedures. Audittrails, Version control, patch management,

rollover, Setting of va ous parameters Generation of exception reports

and theircoverage
- Evaluation oi existence and effecliveness of the controls, input,

communicat ons, processing, database

4 lnformation System System Generated
Transactions

Evaluale lhe Correctness. Completeness, Confdentiality lntegrlly & Availabl ity

of System Generated Enlries GL etc

5 lnformation System SLA Complance with Service LevelAqreement (SLA)forCore Banking System To

efsure l\4oniloring ofSeryice LevelAgreements being done by lhevendors and

the Bark
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6 nionnalion System Bulk Transaction
Posting Utilities

Completeness, Conidentiality, lntegrity, Availability
posted through bulk transaction posting utilities e.9., Tickle F

etc

/ lnformaton System Change

It4anagement

E Evaluation ofthe Procedures adopted by fie bank for the Business

Re"engineering and controls thereol with a special emphasis on

processes reengineered since 01/04/2014 Gap Analysis for the

Reengineered

r Evaluatlon o{ Change management process

8 niormation System lnterfaces- lntemal
& Extemal

process and controls over interlace of BANCS@24 CBS appl ication

ing validation of inteltuce tles and handling of rejections, with the

pplications

I lnfomaton System Core Banking

System Control

Reports generation

10 lnformation System Disaster rccovery
Plan

E Ascertain Disaster Recovery Plan, its adequacy, components, awaren

rclated provisions in software, testing, lraining needs recovery

and suggesl changes/ modilicauons, if any.

r Evaluation afd review of Recovery Time Obiective {RTO), RPO (

Poinlobjective)

11 lnfoflnalion System Review of hardwarc
and software to
suggest measures, if
any, for better
control

E lUaintenance, monitoing, effective and efficientusage ofresoulces

to Operating System (OS), Vercior contro!, oS securlty and complian

wlth essential and desired functionallty ior Transaction Processing and

suppod ln a€as of RDBMS

: Terms and conditions speclfed in Annual lvaintenance Contracts

Hardware and Softwae to safeguard Bank's interest

! Evaluation of llinimum Base Line Securily documents and

implernentaton.
r Evaluation ol exceplions and theil conformity to business requiremenls

12 lnformation System Audit oi otherareas guidelines w.rt practice as legards generation/ mainlenance

, access control and rnethods adopted for checklng and veification
procedure and control. Any other area/ aspect reevant to

ignmentwth mutual understand ng

13 Manual lnterventions

PTO Page 2 of4

dentiry nrodule wise modiications equired to achievethe above

nfomation System n addilion, the auditor Vvill be required to verify

l. The risk that is posed by the manual interventions that are allowed in al

the applications. This willbe examined for the need to keep this and restric'

it or the need to eliminate it. Thls decision wlll be conveyed by the auditol

based on the crltical nature of the manual control and availabillty ol th€

system control to manage.

2. Possibility of any wrong llgurcs/ misrepresentation or misstatement r

financial statement due to system generated
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/OGHlY DISIRICI
(ENIRAl CO.OPERAIIVE

BAilI( lID.
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The selected b dder Vr'rllbe requ red to provide the services of professionas for alditing nformauon systems audit and other

app icatlons. Narne of few applicatons is glven below:

S,

No

Business Application

1 Core Bank ng Solutof

2 e-bank ng Solut or

3 Treasury

4 Aed System

5 Aiti l\4oney Laundering (AML)

6 GST tulodule- lllcome Expenditure

7 ADF/ADEPT/ClIVS/SLBC/[,4 S repods

B NPA \,4odu e

3TS-lnward/Outward

10 ALII / F-TP

11 Door Step Banking- Fl

12 C.KYC

13 PFi\i1S

14 NACH

15 Switch SeNices for AGS EFT UPI lllPs, PoS

16 Loan Origination System (LOS)

17 Early Warning System (EWS)

18 NEFT/ RTGS with SFI\/S (STP) 2417

19 e-l\,,laii System

20 Bank's Website

21 Security Operations Cenke (SOC)

22 Fl Application

23 Payment Gateway-Bill Desk

24 Salary Module

25 HO ivlodule - Asset & lnventory

26 MailServer operations

2t Attendance Systems - operations (I'/ATR X - COSEC)

28 other software - operations (lUailServer, JAAGO Data Services)

29 lT Asset Management

I

Terms and conditions:
1. The Financial Bids only for the ellg ible finns will be cofsidercd after scrutiny of Tech nlcal Blds com prlsing the last THRE E (03)

yearc Audit Reporls ncome Tax Returns cEl\4 Registrat of and GST Certiicate. Vendors failing to silbmit any of the

docu ments as per TECHN ICAL blds wil be treated as cancelled Non Disc osure Agreene nt to be s gned behveen the selected

Firm and the Bank.

2. Deliverv of Product
The above job mr.rst be compleled in respect of all. such as visting, audilrng, submissron of reports etc. within 20 (TWENTY)

Buslness llorking Days to the locations as noted above from the date ol placemenl ofwo order. Vehicle will be arranged by

the Bank for visiting the branches for the purpose of Audit. accompanied by the ofiicers frcm the CBS & System Ce , H 0.,

only within the area oi operation ie movement restricted wilhin Hooghy Dstrictoily.

PTo 
,d-.,* 

Page 3 of 4



JOGHI,Y DISIRICI
CEilINAl CO.OPERAIIVE
BANK I.ID.

Netaii Subhas Road : P.O. Cldnsuah
Dist, Hooghly : Pin - n2 101

Phone : (033) 2680 2949 / 973a / 2408

/ 6s73 / e303 (FAx)
E-mail : hoodlyrlequ@bqqgblydlqbaqa

GSTN: 19AACFH9855Q1ZE

3. Terms of payment:

100% after comDletion of work ot audit as mentioned and as certified bv our Svstem lManaqer and Branch
Manaaers ofthis Bank. The Davmentwill be made from Office ofthis Bank. NO ADVANCE WILL BE ALLOWED.

4. Bank Guarantee:
The SUCCESSFUL bidder wil be required to submit Non interest bea ng Security deposlt in the form of Bank Guarantee,
favoring Hooghly District Centra Cooperatve Bank equalto the 5olo of purchase order va ue. Securily Depostshould bevalid
forthe entire contract period of 12 months.

The Bank reserves lhe right to accept and / or reject any or all lhe quotations u/ithout assigning any reason lhereto and lhe
Banks decision shall be blndlfq and fnal.

Ouotalions will be ooened on 31/03/2023 af 11.30 A.ltl tentatively. Vendors rep.esentation is so iclted

A^Y/ 1>
Enclos!re Annexure

Dated :08.03.2023fi,Ienro No. 3878 / 1 \3q I 2A22 - 23

Copy foMarded for ifformalion and taking necessary action to

1. The Spec alOfficer, Hooghly Distrlct Cenlral Cooperalive Bank Ltd.

2. The Depuly General l\.4anager I H O Nooghly DCCB Ltd.

i. The Deputy Genera fi4anager ll (Accounts)(ln Charge) H O Hoogh y DCCB Ltd.

4. The Grade I Offrcer (Ali), H.O. Hooghly DCCB Ltd.

5. The Grade I Oflcer (All). H.O. Hooghly DCCB Ltd.

6. The Branch Manager / The Accountant (All Branch), Hooghly DCCB Ltd

7. The System lilanger, H.O. Hooghly DCCB Ltd.

8. Loans Section i AccoLrnls Section / System & CBS Cell, H.O. Hoogh y DCCB Ltd

.v(\)
Executive Ofllcer

Hooghly District Central Cooperative Ban Ltd

5 Valldity Quoted rateshoud be vaid ior 3O(THIRTY)days from the dateofopening oiquotaton

Executive Officer
Hoogh y District Cenkal Cooperalive Bank Ltd































































































REPORT ON INFORMATION SYSTEM AUDIT 

backup? 
Are error recovery procedures for short-term 
failure tested periodically to ensure control of 

process? 
How frequently? 

duties rotated Are computer 

periodically, to have internal controls and also 

ensure availability of trained staff? 
Is the "Maker-Checker" principle used in Software 

development activities also? 
Security and recovery: are backup procedures 

adequate? 
Are current copies of the following maintained 

off-site? 
Operating Systems? 
Source programmes 

Runtime (executable) codes? 

operator's 

| VE 

iv Master data? 1. 

Transaction data necessary for recovery? 

viProgramme documentation? 
Operating instructions? vii 

Critical forms and supplies? viii 
ix Disaster Recovery plan? 

System documentation? X 

SI. No. AREA OF OPERATION AUDITOR'S OBSERVATION 

& COMMENTS 

Security and recovery: are the arrangements 

with vendors adequate? 
Are vendors responsible for reliable hardware and 
software support to avoid the possibility of 

processing interruption due to lack of support? 
b Do remedial equipment maintenance 

arrangements provide for response to problems 
in sufficient time to prevent business disruption? 
What is the average response time after 

registering the complaint? 
Does the equipment maintenance 

inventory of 
vendor 

maintain an replacement 
components (which are frequently required for 

local service)? 
Security and recovery: is the disaster recovery 
planning adequate? 
Is there a detailed disaster recovery planning 
explaining procedures and steps necessary for 
recovery after the disaster? 

Is a copy of the plan stored off premises or ina 
location where it would not be destroyed in the 

V 
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REPORT ON INFORMATION SYSTEM AUDIT 

event of a disaster? 
Have backup alternatives been considered (i.e. 
hot site, cold site, warm site, reciprocal 

arrangements, etc.)? 
Are alternative Computer equipment 
arrangements tested periodically to ensure that 

the plan functions? 
Has the disaster recovery plan been tested? 

How frequently? 

Security and recovery: is other recovery 

considerations adequate? 
Do documented operating procedures permit 
continuation of computer processing in the event 

of permanent loss of key operations personnel? 

H 

SI. No. AREA OF OPERATION AUDITOR'S OBSERVATION 

& COMMENTS 
Does the documentation of the system permit 
maintenance by alternate support personnel in 

the event of loss of key programmers? 
Does the Disaster Recovery Plan (DRP) include the 

provision for continuation of business operations 

in the event of any (minor or major) disaster? 
Is the bank (i.e. every computerized branch and 

office) in compliance with the regulatory 
statutory requirements, with respect to retention 

of data, generate reports which is in the machine 

readable form? 

d 
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